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Online Harms Resources 
This document includes a range of reporting tools, helpful resources, websites, and helplines across the life-course for people who have experienced online harms. 

If an online crime is currently happening, or someone is in immediate danger, please call the police. Call 999 in the case of an emergency, or 101 for non-emergencies. 
Useful tools and resources for reporting harmful content
Police: Victims of online harm can report incidents to the police by calling 999 in case of an emergency, or 101 for non-emergency cases. Depending on the nature of the harm, the police may investigate and take action to prosecute the perpetrator. 
Report Remove Tool: Created in partnership between Internet Watch Foundation, NSPCC, and Yoti, enabling young people aged 13+ to remove their own imagery online. Visit NSPCC’s Childline website. 

Child Exploitation and Online Protection command (CEOP): Can be used to report online sexual abuse of a child or concerns about the way someone has been communicating with a child online. Visit CEOP’s reporting page. 
Reporting to social media companies: Social media platforms all have community guidelines that outline what activity or actions are prohibited on their platforms. Any content that breaks the guidelines should be reported and could lead to the content being removed, the account being suspended or permanently deleted. Visit Internet Matter’s Community Guidelines page for a summary of various social media platforms’ community guidelines. 
Report Harmful Content: Provides information to support people to report harmful content online by providing up-to-date information on community guidelines and links to reporting facilities across multiple platforms. Visit the Report Harmful Content website. 
Resources and useful websites 
Aye Mind: A website for those working with children and young people to help develop their digital skills and confidence in supporting children and young people’s mental wellbeing. Includes a range of resources, information, guides, and digital tools. A monthly newsletter is available covering key digital youth wellbeing themes – subscribe by emailing ggc.mhead@ggc.scot.nhs.uk. Visit Aye Mind and download the Online Safety newsletter edition. 

Cybersmile: Information and support services for people who have been impacted by cyberbullying. Visit the Cybersmile website. 

Fast Forward – Gambling Education Toolkit: A toolkit that has been designed for anyone who works with children, young people, families and communities. It provides information and resources about addressing youth gambling and gambling harms, and the connection between gaming and gambling. This includes an activity on ‘Exploring our Digital Home’ for staff/volunteers to use when working with parents, caregivers, and families: https://gamblingeducationhub.fastforward.org.uk/wp-content/uploads/2022/11/Gambling-Education-Toolkit-2022-1.pdf
Glitch Charity: have created a guide around ‘What to do if you are experiencing online abuse’: https://glitchcharity.co.uk/wp-content/uploads/2022/08/What-to-do-if-experiencing-online-abuse.pdf
Mind Yer Time: A resource designed by children and young people from the Children’s Parliament and the Scottish Youth Parliament to help children and young people use screens and social media in positive ways: https://mindyertime.scot/
Online Harms - Useful Websites, Helplines, and Reporting Mechanisms: A document outlining the range of helplines, websites, and reporting mechanisms to support those who have experienced a variety of online harms. This includes cyberbullying, harassment, hate crime, online gambling-related harms, online sexual exploitation and abuse, scams and fraud, and content promoting eating disorders, self-harm, or suicide. Download the resource. 
ProjectEVOLVE: A free digital literacy toolkit that supports online development in children and young people (3-11): https://projectevolve.co.uk/
Revenge Porn Helpline: Created an ‘Online Welfare Advice Pack’ for University students, covering intimate image abuse, sextortion, online reputations, and online hate speech: https://revengepornhelpline.org.uk/resources/university-student-advice/
RSHP Resource: Learning activities and supporting resources related to the online environment, such as First Level ‘Safe and happy online’, Second Level ‘Friends and Friendship – Part 3: Online-Offline Friends’, ‘Social Media/ Popular Culture’ Third and Fourth Level ‘Social media (1)’, and ‘Social media (2): Fake News/Fake People’, Senior Phase ‘Going Out - Part 2: Meeting and Dating Online’ 

Thinkuknow: Information for young people of all ages, as well as parents and teachers, on how to keep safe online. Visit the ThinkuKnow website. 

The Mix: Information and support for people under 25, including on bullying. Visit The Mix’s website. 

UK Safer Internet Centre: Created a range of guides and resources for children and young people about staying safe online: https://saferinternet.org.uk/guide-and-resource/young-people
Helplines – Online harm specific 
Professionals Online Safety Helpline: 0344 381 4772. Open 10.00 am – 4.00 pm, Monday to Friday. A free helpline supporting professionals working with children and young people with any online safety issues they face. 
LGBT+ Hate Crime Helpline: 020 7704 2040, Monday to Friday 10.00 – 4.00 pm. Support for anyone who has experienced anti-LGBT+ violence, abuse or harassment, including online abuse. 

Victim Support Scotland: 0800 160 1985, 8.00 am - 8.00 pm, Monday to Friday. Support for anyone affected by crime, including online crimes.  
National Stalking Helpline: 0808 802 0300, 9.30 am – 4.00 pm, Monday to Friday. 9.30 – 8.00 pm on Wednesdays. Confidential service for anyone impacted by stalking, including cyberstalking. 

Action Against Stalking: 0800 820 2427. Confidential support for anyone affected by stalking, including cyberstalking. 
Revenge Porn Helpline: 0345 6000 459. Open 10.00 am - 4.00 pm, Monday to Friday for those who are 18+.
Helplines – General support 

Childline: 0800111. Open 24 hours a day, 7 days a week. Support for children and young people with anything they want to talk about. 
The Mix: 0808 808 4994, open daily between 4.00 -11.00 pm. Support for young people under 25. 

YoungMinds: Crisis Messenger, free 24/7 support across the UK for those under 18 experiencing a mental health crisis. Text YM to 85258.
Samaritans: 116 123. A free and confidential support to anyone, any age. 24 hrs day, 7 days a week
NHS Living Life: 0800 328 9655: A free telephone based service for people over the age of 16 feeling low, anxious or stressed. Monday to Friday 1.00 pm – 9.00 pm 

Breathing Space: 0800 83 85 87. A free confidential phone and web based service for people experiencing low mood, depression or anxiety. 16+. Monday – Thursday, 6.00 pm – 2.00 am and weekends Friday 6pm - Monday 6am
