NHS Greater Glasgow and Clyde

Daily update
(6 May 2025, 1.50pm)

Topics in this Core Brief:
e FairWarning — Appropriate access to clinical records
e Ligature and self-harm
e May 2025 — Digital Skills and Literacy: eHealth drop-in sessions and floor
walking

FairWarning — Appropriate access to clinical records

The Board has a moral and legal responsibility to protect the confidentiality of the
data it holds and patients expect the information we retain about them will be kept
secure and confidential. Your job role may give you access to patients' clinical
information and it is essential that you are aware of your responsibility to access
only the information that is required to allow you to carry out your legitimate duties.

To protect against inappropriate access to records, NHSGGC continues to use an
audit system called FairWarning which was put in place to provide assurance that
clinical information is kept safe. The system provides the Information Governance
Team with daily audit reports from clinical systems which allows them to monitor
and investigate any potential inappropriate access to records, including staff
accessing their own records and those of family members. If, after investigation, a
record is found to be accessed inappropriately, then a formal discussion between
the member of staff and manager will take place and depending on the severity of
the breach, there could be a number of consequences including refresher training
and/or formal disciplinary action. Some good practice tips are:

1. Never share system passwords with other colleagues or managers

2. Keep your LearnPro Safe Information Handling Training up to date learnPro
NHS - Login (learnprouk.com)

3. Be familiar with the FairWarning guidelines, visit: Information Governance
Guidance & FAQ's.

Staff are reminded that if they wish to access their own health information, they
should not view their own clinical records but should submit a subject access


https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnhs.learnprouk.com%2Flms%2Flogin.aspx%3FReturnUrl%3D%252flms%252fuser_level%252fWelcome.aspx&data=05%7C02%7CLyn.Stirling%40nhs.scot%7C73aef3e873e2498e8d5108dd8c8660ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638821230967624079%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zsZKBCq2vARuN%2BpCcgmomgzb7Tja3qpHSXky56ZwP00%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnhs.learnprouk.com%2Flms%2Flogin.aspx%3FReturnUrl%3D%252flms%252fuser_level%252fWelcome.aspx&data=05%7C02%7CLyn.Stirling%40nhs.scot%7C73aef3e873e2498e8d5108dd8c8660ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638821230967624079%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zsZKBCq2vARuN%2BpCcgmomgzb7Tja3qpHSXky56ZwP00%3D&reserved=0
https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance-FAQs.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2MzQ4OTR8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=cmdMc3lJL1ZRYTZBVDI2Ri9Qb0cycG8rUDcyWTQyWHRSNk52eTh6R1hjbz0%3d
https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance-FAQs.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2MzQ4OTR8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=cmdMc3lJL1ZRYTZBVDI2Ri9Qb0cycG8rUDcyWTQyWHRSNk52eTh6R1hjbz0%3d

request. The Subject Access Policy provides the relevant information and forms
needed and can be found at: Information Governance Policies & Privacy Notices.

If you have any questions on FairWarning or data protection in general, including
training, please visit our Information Governance Knowledge Hub: Information
Governance Knowledge Hub or contact the Information Governance Team at:
ggc.data.protection@nhs.scot.

Ligature and self-harm
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The Health and Safety Executive has previously prosecuted
NHSGGC and continues to take enforcement action across
the NHS and other health and social care providers in
relation to the management of ligature and self-harm risk.

In order to provide a safe environment for our patients and Make Safety
comply with our legal responsibilities, departments across Personal
NHSGGC should have an up-to-date assessment for the

risk of suicide and self-harm.

Control measures within a risk assessment should detail appropriate actions to be
taken to remove or manage identified high risk ligature points and other self-harm
risks within your department. Control measures may also include:

e Self-Harm Control Checklist (Environmental)

e Stalff training , e.g. LearnPro module GGC 292 — Ligature Awareness

Clinical assessments and controls will also be utilised to manage self-harm risk as
part of an individual’s care plan.

This year’'s SHaW Task Calendar includes the undertaking of Self-Harm Self
Audits. These self audits allow managers and services to check their compliance
with managing this risk and are also an integral NHSGGC governance tool.

For more information and guidance please refer to the Self-Harm Sharepoint.

Or contact your local Health and Safety Team: & Master Team Alignment Slides
07.02.2025.pptx

May 2025 - Digital Skills and Literacy: eHealth drop-in sessions and floor
walking

Issues with digital systems, accounts or equipment?

Get help face-to-face on your site, via floor walks or drop-in sessions!


https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance-Policies.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NDM4ODh8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=VHhXaW9ETEVSTkROdTF1SUNUSzl4bHplUWliajBjSjFqUCswalFac2x3Yz0%3d
https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance-Policies.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NDk5NTh8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=bmhkR0UxZmpJdXFnR00xckZDT0RUUGdiQWlWWkNHNjlLZ3JrcmtHRUcyZz0%3d
https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NTY4MDN8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=Q1dwNVIvM3hURC9uM3FYdmpXZzAzRFd1bW51WUZQc0I5Q2x6QzVtdGpMUT0%3d
https://scottish.sharepoint.com/sites/GGC-eHealth/SitePages/Information-Governance.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NTY4MDN8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=Q1dwNVIvM3hURC9uM3FYdmpXZzAzRFd1bW51WUZQc0I5Q2x6QzVtdGpMUT0%3d
mailto:ggc.data.protection@nhs.scot
https://scottish.sharepoint.com/sites/GGC-SHaW/SitePages/Health%20%26%20Safety/A-Z%20Pages/SelfHarm.aspx?e=ZrS44O&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NjM0MzZ8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=eGpTWTRTNXBQem1hLzhGMWFuRHZDTDBuc3lHSjhVdmxMb3ZtOVYyWTMycz0%3d
https://scottish.sharepoint.com/:p:/r/sites/GGC-SHaW/_layouts/15/Doc.aspx?sourcedoc=%7b1C776294-22DA-41B4-897E-3FB4F32EF705%7d&file=Master+Team+Alignment+Slides+07.02.2025.pptx&action=edit&mobileredirect=true&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2Njk3NzZ8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=Y290b2lnTjBpQ3h3SjVINytYc2tUdUZ3YnRhWWt3dy9YOUdYNVVzMVNrND0%3d
https://scottish.sharepoint.com/:p:/r/sites/GGC-SHaW/_layouts/15/Doc.aspx?sourcedoc=%7b1C776294-22DA-41B4-897E-3FB4F32EF705%7d&file=Master+Team+Alignment+Slides+07.02.2025.pptx&action=edit&mobileredirect=true&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2Njk3NzZ8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=Y290b2lnTjBpQ3h3SjVINytYc2tUdUZ3YnRhWWt3dy9YOUdYNVVzMVNrND0%3d

Floor walks and drop-ins allow you to speak to eHealth trainers/facilitators and
technical analysts face-to-face. Drop-ins also provide a Microsoft Teams option.

There are issues that can be resolved quickly so that you do not need to log on
eHelp.

These can help you if have any general IT issues related to:

GGC Network accounts

M365 including Teams, SharePoint and Outlook
TrakCare

Clinical Portal

HEPMA

OneSign (Single Sign-On)

Secure Personal Printing (SPP)

Winscribe

Emis Web

eHealth drop-in sessions (April/May 2025)

DE Time Location

27 May | 10:00-12:00 | Glasgow Royal Infirmary Queen Elizabeth Building

Atrium

28 May [ 10:00-12:00 | Queen Elizabeth University Hospital INS near

reception area

29 May | 10:00-12:00 | Royal Alexandra Hospital — Main foyer

eHealth floor walking support (May 2025)

Date | Time “Location

7 May |13:00-15:00 | Royal Hospital for Children

8 May |10:00-12:00 | Royal Alexandra Hospital Maternity

13 May | 13:00-15:00 | Glasgow Royal Infirmary

14 May | 13:00-15:00 | Queen Elizabeth University Hospital Admin Building

15 May | 10:00-12:00 | Leverndale Hospital

20 May | 13:00-15:00 | Glasgow Royal Infirmary

21 May | 13:00-15:00 | Queen Elizabeth University Hospital

22 May | 10:00-12:00 | Inverclyde Royal Hospital - Larkfield

Remember, for all your latest news stories, visit the Staffnet Hub:
GGC-Staffnet Hub - Home (sharepoint.com)



https://scottish.sharepoint.com/sites/GGC-Staffnet?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2NzU5MjV8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=NFdZTlk4SG9KWGMrc21ua1krMjJIbGRXeS92WWN2ZUt2VERiSnk2OURacz0%3d

Be Phishing and Vishing Aware! NHS

Creater Clavgow

Phishing and Vishing are forms of social engineering, a technique used to gain access to 4 Copde
private information, often via email. It can cause a huge amount of damage, disruption and
distress. To help prevent social engineering attacks at NHSGGC and at home, remember N.E.T.

No Trust Educate Yourself Think First
Verify, via alternative Complete the Security and Threat module Successful attacks generally
means, the identity of on LearnPro. Check online sources to see require a sense of urgency.
those sending unexpected if emails, SMS messages or other forms of Stop! Toke a moment to
messages, even if the social engineering attacks are known or reflect and investigate, this
contacts are known to you. commonplace. Remember, educating yourself can show these attacks for
/\ can protect you in both your work /\ what they are,
" 15
doDd and personal life. @, @
-\ rd

Managing technology and data safely and securely is everyone’s responsibility throughout NHSGGC.
For further information, visit: FAQ--IT-Security-v0.2.pdf

***Staff are reminded to make sure their personal contact details are up to date on eESS.***

It is important to share Core Brief with colleagues who do not
have access to a computer.

A full archive of printable PDFs are available on



https://nhsnss.service-now.com/ggc_hr
https://scottish.sharepoint.com/sites/GGC-eHealth/SiteAssets/Forms/AllItems.aspx?id=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main%2fFAQ+-+IT-Security.pdf&parent=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQG5ocy5zY290fDczYWVmM2U4NzNlMjQ5OGU4ZDUxMDhkZDhjODY2MGZmfDEwZWZlMGJkYTAzMDRiY2E4MDljYjVlNjc0NWU0OTlhfDB8MHw2Mzg4MjEyMzA5Njc2ODE5MTN8VW5rbm93bnxUV0ZwYkdac2IzZDhleUpGYlhCMGVVMWhjR2tpT25SeWRXVXNJbFlpT2lJd0xqQXVNREF3TUNJc0lsQWlPaUpYYVc0ek1pSXNJa0ZPSWpvaVRXRnBiQ0lzSWxkVUlqb3lmUT09fDB8fHw%3d&sdata=NnRoNW1SWVAwTGxDeE91cmNTWEFWVW5ncUxWKytxZDJsQ2FqcWY2UGhPWT0%3d
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fstaff-recruitment%2Fstaff-communications%2Fcore-brief%2F&data=05%7C01%7CMargaret.Brodie%40ggc.scot.nhs.uk%7Ccc27844b2862433f6e4d08db68e862ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638219119531685552%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=miRHxlnmAz6n3RkcXcocQlcSRQMF%2Fw4Hy%2FeyJ8fmbCo%3D&reserved=0

