NHS Greater Glasgow and Clyde

Daily update
(13 August 2024, 2.15pm)

Topics in this Core Brief:
e Data Security Spotlight — Supplier Email Compromise
e Report from the Health and Safety Forum

Data Security Spotlight — Supplier Email Compromise

Supplier Email Compromises have become much more common in recent
times, this in turn can lead to malicious emails coming into NHSGGC from
these organisations. Should you be informed of any ongoing Cyber Incidents
occurring with your suppliers, including any correspondences where they
may advise they have resolved the issue, please raise an urgent incident
through ServiceNow.

Report from the Health and Safety Forum

The Forum meets on a quarterly basis with representation
from all local Health and Safety Forums. It aims to update

on areas of performance, risk and good practice, which we
all have a responsibility to share and improve on.
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The Forum is co-chaired by Anne MacPherson, Director of
Human Resources and Organisational Development and Make Safety
Siobhan Harkin, Area Partnership Forum representative. Personal

The Forum also presents the opportunity for each of the local Health and Safety
Committees across NHSGGC and Staffside Safety Representatives to speak for
their areas while providing updates on their key issues, share learning and work
collaboratively to make our workplaces safer.



The latest meeting of the Forum took place on Wednesday 7 August 2024. Key
highlights reported at the meeting included:

Safety Health and Wellbeing (SHaW) Task Calendar

August 2024 sees the first anniversary of when we launched the SHaW task
calendar aiming to give managers and services a structured approach to
undertaking health and safety related tasks.

Between August 2023 and July 24, 53% of departments aligned through eESS
have undertaken a task or tasks on the Task Calendar and we continue to simplify
the content of the tasks and also the reporting.

To bring consistency of the reporting of the Task Calendar into line with how our
training, accidents, SHaW audits and Self Audits are reported, from September we
will be reporting the Task Calendar based on the financial year.

This adjustment in reporting of the current financial reporting year (April 24 - March
25), position only 37% of departments in NHSGGC are using the Task Calendar.

Wherever possible we aim to make using the Task Calendar an easy process and
we appreciate that due to how services are structured across NHSGGC there may
be multiple task calendars within areas. Therefore, where possible we will continue
to work with Directorates and HSCPs to merge Task Calendars and reduce
duplication.

Please contact your local Health and Safety Team for more information on this, as
this will simplify the use and reporting for each of your departments and drive up
the compliance to where it needs to be.

Self-Audits

The use of self-audits is increasing, and the compliance scores are improving,
which is great news, however we must continue to keep focusing on our local high
risk areas and undertake the appropriate self-audit.

The Self-Audits - Risk Specific (sharepoint.com) link provides access to the Safety
Health and Wellbeing SharePoint Self Audit page. There is also a self-help
guidance document available to support you through how to use the self-audits.

Four new self-audit topics will be uploaded during August - PPE, Young Persons,
Skin Health and First Aid.


https://scottish.sharepoint.com/sites/GGC-SHaW/SitePages/Health%20%26%20Safety/A-Z%20Pages/Audits---Risk-Specific.aspx?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTE4OTQ0fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=SlBieHdCbmRxSWJIRXo5MC9UTG1VeGFVN3p5TGtaT0JSSVNsQ2NNVGZ2QT0%3d

Training and Education

In addition to the Health and Safety related modules in our Statutory/Mandatory
suite of LearnPro modules, we want to remind everyone that all other role specific
safety related training is also mandatory and must be undertaken and refreshed as
required.

This may include:

e Face to face Violence Reduction Training bookable via eESS. For further
guidance please refer to Violence Reduction Service (Health & Safety)
(sharepoint.com)

e Or for staff working within Mental Health, Forensic services, CAMHS and
Learning Disability please refer to GGC-Safe Care Team Mental Health -
Home (sharepoint.com)

e The Corporate Management Team have committed that all areas will increase
the compliance in the following training:

— Sharps - LearnPro module NES: Prevention and Management of
Occupational Exposure

— Falls - the suite of falls prevention modules

— Moving and Handling Competency Assessments.

All staff within the scope of any of these training modules must complete the e-
learning modules identified and the Moving and Handling assessments as a
requirement for your role. If you are not sure whether this applies to you, please
check your LearnPro account or speak to your line manager.

Local managers can also check compliance using the Corporate Workforce
Dashboard, Named Lists tab. Access to the Named Lists tab for managers who do
not have it, is obtainable through Workforce.Information@ggc.scot.nhs.uk.

Performance Reviews

The next phase of Health and Safety Performance Review meetings in Acute are
approaching. The dates for the next round of reviews for HSCPs are being
finalised. Now is an ideal opportunity to remind everyone to work towards updating
their Health and Safety Performance Review Activity Plans.

The Health and Safety Practitioners are aligned to the Sectors and Directorates,
please reach out to them if you need any support. A list of Health and Safety
contacts and their alignment can be found on the SHawW SharePoint:
Safety-Health-and-Wellbeing--SHaW--Site-Services-Team-Alignment on a page
version. 13.12.2023.pptx (sharepoint.com)



https://scottish.sharepoint.com/sites/GGC-SHaW/SitePages/Health%20&%20Safety/A-Z%20Pages/ViolenceReduction(Health&Safety).aspx?e=do71KJ&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTQ2MDE5fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=TC9xS0t1b1N3dlQ3WjZqMzdBOHRlWmEzemphWndyQk55ay9uQ3RzaXRrdz0%3d
https://scottish.sharepoint.com/sites/GGC-SHaW/SitePages/Health%20&%20Safety/A-Z%20Pages/ViolenceReduction(Health&Safety).aspx?e=do71KJ&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTQ2MDE5fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=TC9xS0t1b1N3dlQ3WjZqMzdBOHRlWmEzemphWndyQk55ay9uQ3RzaXRrdz0%3d
https://scottish.sharepoint.com/sites/GGC-ViolenceReductionMH?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTY1MTgxfFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=aUJtVFcwUE8yLzJncmJNV1ZUMTNLWCs4ZVA2Q21LNTNjMklQQWZCaXpRVT0%3d
https://scottish.sharepoint.com/sites/GGC-ViolenceReductionMH?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTY1MTgxfFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=aUJtVFcwUE8yLzJncmJNV1ZUMTNLWCs4ZVA2Q21LNTNjMklQQWZCaXpRVT0%3d
mailto:Workforce.Information@ggc.scot.nhs.uk
https://scottish.sharepoint.com/:p:/r/sites/GGC-SHaW/_layouts/15/Doc.aspx?sourcedoc=%7b5B847DF8-6785-4309-A79B-240A1018EFA8%7d&file=Safety-Health-and-Wellbeing--SHaW--Site-Services-Team-Alignment+on+a+page+version.+13.12.2023.pptx&action=edit&mobileredirect=true&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTc5NDI1fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=ZTlaUlp4eld5V05sY0R3S0QvTVVTR0NRbzRrLzlzZ1B1NGhMakxabEliST0%3d
https://scottish.sharepoint.com/:p:/r/sites/GGC-SHaW/_layouts/15/Doc.aspx?sourcedoc=%7b5B847DF8-6785-4309-A79B-240A1018EFA8%7d&file=Safety-Health-and-Wellbeing--SHaW--Site-Services-Team-Alignment+on+a+page+version.+13.12.2023.pptx&action=edit&mobileredirect=true&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTc5NDI1fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=ZTlaUlp4eld5V05sY0R3S0QvTVVTR0NRbzRrLzlzZ1B1NGhMakxabEliST0%3d

Remember, for all your latest news stories, visit the Staffnet Hub:
GGC-Staffnet Hub - Home (sharepoint.com)
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If you need help or support, visit: www.nhsggc.scot/sexualharassment

***Staff are reminded to make sure their personal contact details are up to date on eESS.***

It is important to share Core Brief with colleagues who do not
have access to a computer.

A full archive of printable PDFs are available on



https://scottish.sharepoint.com/sites/GGC-Staffnet?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3w1YjJjNWRhYzRlNzQ0MjNjMGYwYzA4ZGNiYjk4ZTllNnwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkxNTEyNjI5NTkzMTA0fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=SHpMRmthRUc3aThkNElnd3VnMFJGNDFKeE5pTzRnTXE0bFhzSHlyenlnQT0%3d
https://nhsnss.service-now.com/ggc_hr
https://eur01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.nhsggc.scot%2Fsexualharassment&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C5b2c5dac4e74423c0f0c08dcbb98e9e6%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638591512629608870%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=gYEUQlejDJ%2BjkxxvgR6ySC5tRwmx2CwwbVkU8VU16Zs%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fstaff-recruitment%2Fstaff-communications%2Fcore-brief%2F&data=05%7C01%7CMargaret.Brodie%40ggc.scot.nhs.uk%7Ccc27844b2862433f6e4d08db68e862ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638219119531685552%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=miRHxlnmAz6n3RkcXcocQlcSRQMF%2Fw4Hy%2FeyJ8fmbCo%3D&reserved=0

