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Topics in this Core Brief:
e Data Security Spotlight — Business Email Compromise
e 2024 Communications channel audit — Help inform how we communicate with
you
¢ Infection Prevention Control newsletter
e Management of occupational exposure to blood or body fluids
e Scottish Health Awards 2024

Data Security Spotlight — Business Email Compromise

A Business Email Compromise is an action a cyber-criminal undertakes to
obtain access to a business email account and imitate the owner's identity.
This can lead to emails coming into NHSGGC from organisations which have
been compromised and in turn leading to compromise of accounts within the
organisation. Please see here for further detail on how to spot this.

2024 Communications channel audit — Help inform how we communicate with
you

As part of our commitment to communicating effectively with staff, we have
launched a communications audit survey to help provide insight and feedback into
how we communicate and what we can do to improve the way we engage with staff
across different channels.

The survey should take no longer than five minutes and all staff are encouraged to
feedback via the link below.

https://link.webropolsurveys.com/S/B99A68E3EA632623



https://scottish.sharepoint.com/sites/GGC-eHealth/SiteAssets/Forms/AllItems.aspx?FolderCTID=0x0120004FD1904DEB6A904DB17C90C9DD18B819&sortField=LinkFilename&isAscending=true&id=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main%2fFAQ---IT-Security+v0.2.pdf&viewid=5832ce80-9f20-4bff-af6a-16bc472d6275&parent=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3wxMGFkMzVkNDkxNDg0ZGY4ZDU2MzA4ZGNiYWFmOTIxZXwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkwNTEwNDM1ODA5NjE0fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=RjRzWFBkcU50Y0pTa043R3d2Z1Q3UFZYcElNREVsRTVwSUJVQVBsSUhhcz0%3d
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flink.webropolsurveys.com%2FS%2FB99A68E3EA632623&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C10ad35d491484df8d56308dcbaaf921e%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638590510435825998%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=2QfW2Anj0M8mAN8Nw%2BhhUlmjbnWS2vJyyZVuthq6LfM%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flink.webropolsurveys.com%2FS%2FB99A68E3EA632623&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C10ad35d491484df8d56308dcbaaf921e%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638590510435833528%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rtCypeRdWNSNk4riUKgDZGBOWLFYYdFN2boWFjxukEk%3D&reserved=0

Infection Prevention Control newsletter

Welcome to the summer issue of the Infection Prevention Control (IPC)
newsletter.

In this issue we meet another member of the team, provide information on the
revised Peripheral Venous Catheter (PVC) Careplan and there is chance for staff to
win a gift voucher by completing the summer wordsearch and crossword.

Click here to read the newsletter.

Management of occupational exposure to blood or body fluids

Occupational exposure to blood or body fluids: How can you be exposed to
blood or body fluids?

Exposure to blood or high risk body fluids can occur as a result of one of the
following types of incident:
- Percutaneous injury e.g. from needles, medical instruments, teeth or bone
fragments or bites which break the skin
- Exposure of broken skin (abrasions, cuts, eczema etc.)
- Splashes of blood or body fluids into mucous membranes including the
mouth or eyes

Contamination on intact skin is not a risk of exposure.

What are High Risk Body Fluids?

In addition to blood, high risk body fluids are pleural fluid, blood stained low risk
fluid, saliva associated with dentistry, semen, vaginal secretions, breast milk, CSF
synovial fluid, pericardial fluid, unfixed tissues or organs.

These types of exposure present a risk of blood borne virus (BBV) transmission
e.g. HIV, hepatitis B and C. However, the likelihood of transmission is influenced by
a number of factors:
e the virus e.g. Hepatitis B is 50-100 times more infectious than HIV
e the amount of exposure and the amount of virus present in the fluid an
individual is exposed to e.g. someone who is regularly taking HIV medication,
Is unlikely to pose a risk of transmission due to reduced viral load
e the immune status of the exposed person e.g. If you have received
vaccination for hepatitis B.


https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fdownloads%2Fipc-newsletter-issue-3%2F&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C10ad35d491484df8d56308dcbaaf921e%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638590510435840502%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=osWVmaf%2BMDtaxTfkRheVMsTSEm6%2Bvj%2BXoi0i8zRj4CE%3D&reserved=0

What should you do following exposure?

e Immediate first aid

e Squeeze the affected area to encourage bleeding and wash with warm water
and soap

¢ Do not suck the affected area and do not scrub or use bleach

e Splashes to eye - Rinse out with saline, then remove contact lenses if worn
and then rinse eye again. Clean contact lenses with contact lenses cleaner

e Splash into mouth - rinse mouth out with saline and spit out, do not swallow
the saline

e Report the injury to your Line Manager/ Supervisor.

Nurse in Charge of Source patient

The nurse in charge of source patient (the patient whose body fluid the injured
person has been exposed to) is responsible for the initial assessment and
management of the source patient (if known) however this assessment can be
delegated to a doctor or other clinician as appropriate.

Contact Occupational Health

Contact the Occupational Health needlestick line on 0141 201 0595 between
8.00am — 5.30pm Monday to Friday, to report the injury, to obtain further advice
and to arrange any necessary follow up.

Out with these hours you must attend your local Emergency Department (ED) for
the initial assessment - you must also provide ED with the details and outcome of
the source patient risk assessment. Where you attend ED you must also report
your injury to Occupational Health on the next working day to arrange for follow up.

Further information and advice can be found on the Occupational Health section of
HR Connect Needlestick and Similar Injuries - NHSGGC

Scottish Health Awards 2024

SCOTLAND’S
There is still time for staff to nominate in ' 'HEALTH

this year’s Scottish Health Awards.

These awards recognise the contribution of frontline health and social care workers
but also celebrate those who work so hard behind the scenes in support roles to
ensure we have the kind of health and care services that are vital in achieving the
highest quality of care.

Nominate today and help celebrate the extraordinary achievements in Scotland’s
health sector.


https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fstaff-recruitment%2Fhrconnect%2Foccupational-health%2Fneedlestick-and-similar-injuries%2F&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C10ad35d491484df8d56308dcbaaf921e%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638590510435847123%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=I%2F%2BjAPOL9QZM8YbBQkkL2vR0yxn1fl0goPYfEUNN%2Bsk%3D&reserved=0

You can nominate by visiting: https://www.scotlandshealthawards.co.uk/

Entries close on Sunday 18 August 2024.

Remember, for all your latest news stories, visit the Staffnet Hub:
GGC-Staffnet Hub - Home (sharepoint.com)

Be Phishing and Vishing Aware!

Phishing and Vishing are forms of social engineering, a technique used to gain access to
private information, often via email. It can cause a huge amount of damage, disruption and

distress. To help prevent social engineering attacks at NHSGGC and at home, remember N.E.T.

No Trust

Verify, via alternative
means, the identity of
those sending unexpected
messages, even if the
contacts are known to you.
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Educate Yourself Think First

Complete the Security and Threat module Successful attacks generally
on LearnPro. Check online sources to see require a sense of urgency.
if emails, SMS messages or other forms of Stop! Take a moment to
social engineering attacks are known or reflect and investigate, this

commonplace. Remember, educating yourself can show these attacks for
can protect you in both your work
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what they are.
and personal life. @ @

Managing technology and data safely and securely is everyone’s responsibility throughout NHSGGC.
For further information, visit: FAQ--1T-Security-v0.2.pdf

***Staff are reminded to make sure their personal contact details are up to date on eESS.***

It is important to share Core Brief with colleagues who do not

have access to a computer.

A full archive of printable PDFs are available on



https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.scotlandshealthawards.co.uk%2F&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7C10ad35d491484df8d56308dcbaaf921e%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638590510435853449%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=QnsXS5TEsNu5gPH4eDbIXf9t1LafXbfvRgGqaurVirY%3D&reserved=0
https://scottish.sharepoint.com/sites/GGC-Staffnet?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3wxMGFkMzVkNDkxNDg0ZGY4ZDU2MzA4ZGNiYWFmOTIxZXwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkwNTEwNDM1ODU5NDgxfFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=dHNGR0lUK0c4R0lNQ2NWRWJkY3NKV3Q5L1dWZFlYeHZYc2VTSEhjb0E1TT0%3d
https://nhsnss.service-now.com/ggc_hr
https://scottish.sharepoint.com/sites/GGC-eHealth/SiteAssets/Forms/AllItems.aspx?id=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main%2fFAQ+-+IT-Security.pdf&parent=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3wxMGFkMzVkNDkxNDg0ZGY4ZDU2MzA4ZGNiYWFmOTIxZXwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTkwNTEwNDM1ODY5MzA0fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=aXVPMWZEZFJ4amVVVy8vbVhHYkN5bTl3VERQeVBRQ3VnU2VxYlEzZEQ0Zz0%3d
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fstaff-recruitment%2Fstaff-communications%2Fcore-brief%2F&data=05%7C01%7CMargaret.Brodie%40ggc.scot.nhs.uk%7Ccc27844b2862433f6e4d08db68e862ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638219119531685552%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=miRHxlnmAz6n3RkcXcocQlcSRQMF%2Fw4Hy%2FeyJ8fmbCo%3D&reserved=0

