
 

 

 

 

 

 

 

Daily update 
(1 July 2024, 11.30am) 
  
Topics in this Core Brief: 

• Data Security Spotlight – Password security 
• Cyber Crime: Recognising the signs 
• Hospital discharge and telecare 
• Insulin Safety Week, 1 – 7 July 2024 

 
 

 

Data Security Spotlight – Password security 
 

Strong passwords and password security are essential to protect the 
integrity of our systems and our data. Always follow our guidance here on 

creating strong passwords and never share your password with anyone else. 
 
 
Cyber Crime: Recognising the signs 
  
It’s easy to assume the messages arriving via your mailbox are legitimate, however, 
this is the most frequent way of compromising data.  
 
What is A Microsoft 365 - Adversary in the Middle attack (AiTM)? 
This attack is a phishing attack via a malicious link or attachment which directs you 
to a fake website which requires you to enter your credentials, if you enter your 
account details your account may be compromised. 
 
What to look out for 
Beware of any links or attachments within emails asking you to enter your MS365 
username and password or redirecting you to any sites where you have to enter your 
credentials to access a file.   
 
External organisations can be compromised and in turn lead to phishing emails 
entering the Board, below is a recent example of a phishing email  
entering the board. 
 

https://scottish.sharepoint.com/sites/GGC-eHealth/SiteAssets/Forms/AllItems.aspx?id=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main%2fFAQ---IT-Security.pdf&parent=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3xjM2EwYWJmNjlmOWE0NDY1ZGRkZTA4ZGM5OWI1OWUxNHwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTU0MjUyNTI3OTU0MjQ5fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=RGpLL3JaUzVLdnpiSWxnRDRnaHVZR1VXdENLdWZmdnJRdktlRGxtMFN1MD0%3d


 

 

 
 
Clicking on the link in the email above would have resulted in you being directed to 
the following site. 
 

 
 
Entering your details in this site would have resulted in your account being 
compromised by a Threat Actor.  
 
Please pay attention to the https link in the capture above as this is an easy way to 
tell it is not genuine. 
 
A genuine login for Microsoft 365 is shown below. 
 

 



 

 
Once an account is compromised in the Board it can be used as a mechanism to 
generate further and different phishing emails, these will then present as being sent 
from internal colleagues. Below is a recent example of email content generated 
from a compromised account and sent from a NHSGGC account to other NHSGGC 
users. 
 
It is also possible that once a mailbox is compromised you may receive a phone 
call from the Threat Actor pretending to be Microsoft, you will never receive a call 
from Microsoft asking you to undertake actions, should you receive a call like this, 
please terminate it immediately and inform IT Security. 
 

 
 
Clicking on the link in the example above would have taken you to the same 
credential harvesting site. 
 

 
 
What can I do to minimise the risk? 

1. Look for the External sender Markers, if the email advises that you do not 
often receive emails from the person then treat with caution 

2. Never click on links which are advising you to change password or ask for 
username and password unless you are sure they are genuine and come 
from eHealth 

3. Look at the https domain if redirected to any site asking you to enter 
username and password details 

4. Avoid downloading or accessing attachments, particularly if you do not 
recognise the source or asked for the information 



 

5. If you suspect you have received suspicious emails you can report it to: 
itsecurity@ggc.scot.nhs.uk 

6. Follow the guidance in the graphic below – remember N.E.T       
 

 
 
Hospital discharge and telecare 
  
Telecare can play a contributory role in supporting a safe discharge from hospital. 
Glasgow’s HSCP continues to prioritise referrals in these circumstances. The 
provision of telecare is going through a significant transition as its analogue 
telephone form of connection is being phased out and replaced by a digital one. 
  
In this transitional phase telecare suppliers have had difficulties supplying 
enhanced peripheral devices such as property exit, bed and epilepsy sensors that 
are compatible with digital telecare base units. Requests for these devices can 
potentially delay discharges due to the lack of availability of this equipment. To 
improve the effectiveness and speed of telecare provision for patients coming 
home from hospital, the standard alarm unit and pendant only will be provided to 
support safe hospital discharge from today - Monday 1 July. This will provide 
guarantees of fast and efficient installation within prescribed discharge timescales. 
  
The alarm call element that this provides is the core function of the telecare service 
in keeping people safe. If the patient has specific high risks, a follow up 
assessment in the community through Care Services' Reablement Team will be 
arranged to identify if further telecare equipment is required. If hospital staff feel 
this follow up home assessment would be beneficial, they can highlight this when 
they are submitting a referral for standard telecare. 
  
Telecare Fall Detectors 
Glasgow’s Telecare Service is set to undergo a significant change as a result of the 
requirement to move from analogue to digital connectivity. The HSCP is required to 
replace current service users' telecare equipment over the next 18 months to 

mailto:itsecurity@ggc.scot.nhs.uk
https://scottish.sharepoint.com/sites/GGC-eHealth/SiteAssets/Forms/AllItems.aspx?id=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main%2fFAQ---IT-Security-v0.2.pdf&parent=%2fsites%2fGGC-eHealth%2fSiteAssets%2fSitePages%2fIS_Main&xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3xjM2EwYWJmNjlmOWE0NDY1ZGRkZTA4ZGM5OWI1OWUxNHwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTU0MjUyNTI3OTcyMjI5fFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=SnBKSlU2a2J6cTdYK0wvZ3BTcU1oTGs2QWVLT2tWNHk3Q1hmUG5KZ051ND0%3d


 

ensure that users can connect digitally when the analogue network is shut down at 
the end of January 2027. 
  
In preparation for this we have been reviewing the performance of the existing 
equipment used which requires to be replaced as part of this project. The HSCP 
has carried out extensive analysis on the outcomes of fall detectors and have 
consistently found them to be inadequate in identifying genuine falls. The most 
recent analysis found under 2% of calls generated were sent as a result where the 
service user had fallen. This inefficiency of generating multiple false calls has had a 
negative impact on service users, their families and the service operators when 
responding to accidental activations. 
  
In terms of usage, the alarm pendant remains the primary and most reliable means 
of contacting the service in the event of a fall. As the fall detector is an ineffective 
means of summoning assistance in these circumstances, service users’ detectors 
will be replaced by pendants when digital equipment is installed and in general fall 
detectors will be no longer be available for new telecare referrals from Monday 
1 July. 
 
Insulin Safety Week, 1 – 7 July 2024 
 
Are you aware that NHSGGC has an Instagram account that is packed with hints 
and tips relating to the management of people with diabetes in all inpatient areas of 
the hospital?  
 
Created for NHSGGC staff and managed by the Diabetes Team at Glasgow Royal 
Infirmary, the @diabetes_education_gri Instagram account provides digestible 
information and is designed to increase knowledge and confidence amongst 
medical, nursing and pharmacy staff in managing diabetes patients in common 
scenarios. 
 
The Instagram account also signposts followers to 
NHSGGC clinical guidelines and other verified resources. 
This will help staff to learn small knowledge points week 
to week and will also be a tool for them to refer back to.  
 
This week, as part of Insulin Safety Week, we’re asking 
staff to tell others in their team about the account so that 
they can follow. Scan the QR code, right, to follow. 
 
 

Remember, for all your latest news stories, visit the Staffnet Hub: 
GGC-Staffnet Hub - Home (sharepoint.com) 

  
 

https://scottish.sharepoint.com/sites/GGC-Staffnet?xsdata=MDV8MDJ8THluLlN0aXJsaW5nQGdnYy5zY290Lm5ocy51a3xjM2EwYWJmNjlmOWE0NDY1ZGRkZTA4ZGM5OWI1OWUxNHwxMGVmZTBiZGEwMzA0YmNhODA5Y2I1ZTY3NDVlNDk5YXwwfDB8NjM4NTU0MjUyNTI3OTgyMzMxfFVua25vd258VFdGcGJHWnNiM2Q4ZXlKV0lqb2lNQzR3TGpBd01EQWlMQ0pRSWpvaVYybHVNeklpTENKQlRpSTZJazFoYVd3aUxDSlhWQ0k2TW4wPXwwfHx8&sdata=SFlPeEVSVU1OdTZIUUpxbGNUd0N0QmxDZWovNDAyYkdaclFRRnVXNHg0bz0%3d


 

 
 

 
 
 

 
***Staff are reminded to make sure their personal contact details are up to date on eESS.*** 

 
 
 
 

 

 
 
 

 
It is important to share Core Brief with colleagues who do not  

have access to a computer.  
A full archive of printable PDFs are available on  website 

   
 

https://nhsnss.service-now.com/ggc_hr
https://eur01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.nhsggc.scot%2Fsexualharassment&data=05%7C02%7CLyn.Stirling%40ggc.scot.nhs.uk%7Cc3a0abf69f9a4465ddde08dc99b59e14%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638554252527991122%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=3AVAD%2F2mqlWoq5g21E70aVZuzBeHLOYJUmKdGe3NcoA%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhsggc.scot%2Fstaff-recruitment%2Fstaff-communications%2Fcore-brief%2F&data=05%7C01%7CMargaret.Brodie%40ggc.scot.nhs.uk%7Ccc27844b2862433f6e4d08db68e862ff%7C10efe0bda0304bca809cb5e6745e499a%7C0%7C0%7C638219119531685552%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=miRHxlnmAz6n3RkcXcocQlcSRQMF%2Fw4Hy%2FeyJ8fmbCo%3D&reserved=0

